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MFA Instructions for
External Users
Security Key

The ResumlID project is in full swing to deliver a more secure, efficient,
and fast Identity and Access Management (IAM) solution. We have
reached a point where we need active participation from our employees
and affiliates to implement an additional security feature — MFA.

A good number of Volvo Group users use MFA already, but in order to
increase the security of the identities of our users, a registration of an
MFA method will be necessary.

The purpose of this document is to help our users with this transition by

providing a step-by-step guide to enable MFA using security key for
user accounts.



2.

SETTING UP MFA
EXTERNAL USERS

) New window

f_:g_-i New InPrivate window
;‘- Profile 1 - Edge
-3 Pin to taskbar

X Close all windows

-~
)

Close all browser windows and open a new private/incognito browser
session (right-click on Microsoft Edge browser icon and select “New
InPrivate Window”)

In the address field of the browser enter the URL: https://aka.ms/mysignins



https://aka.ms/mysignins

3. Enter your Volvo User ID plus the extension “@ext.volvogroup.com” and
click on “Next”

BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

4, Enter the password by using the same password as you use for the Trucks
Portal, for example

5. Click “Sign in”

If you do not have a sign-in method set up already (no entries in the list of sign-in
options), please register another MFA method (phone call, SMS or Authenticator
App) before continuing with these instructions. An MFA method is required to
register a Security Key.
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L Devices

. Lost device? Sign out everywhere
8 Privacy

6. On the next page, click on “+ Add sign-in method”

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. In the pop-up, expand the dropdown-menu “Choose a method” and select
“Security Key” as your MFA method



8.

9.

Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

In the pop-up, click on “USB device”

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

Read the disclaimer and click on “Next”

Security key

four PC will redirect you to a new window to finish setup.

You will be redirected to a dialogue of “Windows Security” to set up your
security key

If your browser displays a window asking to register a passkey, please click
on "Cancel" to close the window and continue with the setup process.



10.

11.

12.

Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

Click on “OK” in the new window

Windows Security

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

Click “OK” to continue

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

Insert your security key into a USB port on your device




13.

14,

15.

Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

Enter a PIN to personalize your security key
If you need to share this Yubikey, share the PIN with your colleagues that are

going to be using the same Yubikey.
---- Not recommended by Volvo Group ----

Enter your PIN again to confirm, then click on “OK”

Windows Security x

Continue setup

B
Touch your security key.

Cancel

Touch your security key again to continue



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  Enter a name for your security key in the next window and click on “Next”

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Your security key is now set up
17.  Click on “Done”

You can see your new MFA method “Security Key” in the list on your “Security
Info” page

Now you have enabled MFA by “Security Key” to your user account

You are done!

You can hand over the Yubikey to next user, who needs to register it.
The next user must use the same PIN, that you set up in this process!

If you get the error “NotAllowedError” in the registration process,
please disregard step 1 of these instructions and use the following
address instead of the one mentioned in Step 2.

https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

Let’s test your
new MFA method

1. Log out of your account.

New window

New InPrivate window
Profile 1 - Edge

Pin to taskbar

Close all windows

-~
Y

2. Ideally open a new private/incognito browser session (right-click on Microsoft
Edge browser icon and select “New InPrivate Window”)

3. In the address field of the browser enter the URL : https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Enter your UPN into the sign in prompt and click “Next”

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Enter your password and click on “Sign in”



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

On the next screen, select “Use a security key” and insert your security key

into a USB port on the computer

B® Microsoft

Sign in with a security key

Your device will open a security window. Follow the
instructions there to sign in.

Back

Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

Please enter your security key PIN.

Q |l |

OK Cancel

Windows security will prompt you for the security key PIN you chose, when
you set up the security key, enter it in the field and then click on “OK”




Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. Touch your security key

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. Confirm the next pop-up by clicking on “Yes”

You have successfully logged into your account using your newly
registered MFA method.
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1 1E. MFA

At

New window

New InPrivate window

Profile 1 - Edge
Pin to taskbar

Close all windows

1. FUAFTA N LA 68 1T I — N ETRIRAN /R e NS dv=1d (hR e
Microsoft EdgeXsits BRI 2 5% "HTEFANE 0)

2. TN S Za kA= H 3 AURL : https://aka.ms/mysignins



https://aka.ms/mysignins

3. B ERIIRIRIKH P IDFY B4 " @ext.volvogroup.com", #AJ&sdh " F—#"

o

BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

4,  fEH5Trucks PortalfHRIAYE IS HI A D, 540

5. R "BRER

UILRIE IR E BRI 15 (BRI Z N HFTH) , IETEREELLE ] 2 Gt
H—ff MFA 5% (8Bi%, #1586 Authenticator App) . 724 EHEBEMFA
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L Devices

. Lost device? Sign out everywhere
8 Privacy

6. {EF—IT, mi"+tIFMBZREN",

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone




EEHZE A, BIF FH3Z8 "Choose a method" GEEFE) |
"Security Key" (Z2%H) 1EAEHMFALIE,

Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

fESB I A h, NE "USBIRE",

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

el -

S AE IR G T2

Security key

Wour PC will redirect you to a new window to finish setup.

HESFHE T ) " Windows Security "XT1ZHE, LUK EEHIL 2,




HIRAEHI N L8 AT ZER VT R B L, 18 iy " BRI " LT i L LR 1

Windows Security X

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel
10, fEHTE 1D "OK
Windows Security X

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

1. il "OK "4 &x



Windows Security X
Continue setup
Insert your security key into the USB
port.
Cancel
12, FreemfmARE ERUSBG
Windows Security 2

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

13. HAPINGS, ME(LERZ 2%

AIRA 7 B Z XN ubikey, 1E G ARG EIFIEZPIN GG, M1 TFHE T 7] — 7

Yubikey,
e TS T -

14, FXREAPINGEHIA, RF AT "OK",



15.

16.

17.

Windows Security EX4

Continue setup

W
Touch your security key.

Cancel

FRIR filbi 2z = R AR 5

Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

EF =48 A AL 2BmBLA T, Repd "T—#",

.

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

n/s

L)L LI IR B
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https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com
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1. ESEERIIRF,

New window

:  New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. ARG LT, ¥ — RN/ RN EZS2TE (A2 EMicrosoft Edgel
BARERIFRE "HRRAE D)

3. TENES 2R b= P8 AURL : https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4,  AEBFRERTEAEHUPN, KERE"T 8",

BY Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password

5.  RBAEREBIFAD "B



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\'@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. {EF/htih, BE "ERZEmE", NereamRm AT EHLRUS B
l:]o

Windows Security X

Making sure it's you
B® Microsoft
Please sign in to login.microsoft.com.

Sign in with a security key

This request comes from Msedge, published by Microsoft

Your device will open a security window. Follow the Corporation.
instructions there to sign in.

Please enter your security key PIN.

Q | |

Back
OK Cancel

7. WindowsZ &R GUHEREERI L EFHAPING, YEREZEFAN, 5
fEEA= PRI, AE R "HE"



Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. B EARL

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9.  AE"E"WIAT N

EE ESTEIEMHFIMFA T 15 20 B RAEHI I,



MFA-instructies voor
externe gebruikers

Veiligheidssleutel

Het ResumlD project is in volle gang om een veiligere, efficiéntere en
snellere Identity and Access Management (IAM) oplossing te leveren.
We hebben een punt bereikt waarop we actieve deelname nodig hebben
van onze medewerkers en filialen om een extra beveiligingsfunctie te
implementeren - MFA.

Een groot aantal gebruikers van Volvo Groep gebruikt al MFA, maar om
de identiteit van onze gebruikers nog beter te beveiligen, is registratie
van een MFA-methode noodzakelijk.

Het doel van dit document is om onze gebruikers te helpen met deze
overgang door een stap-voor-stap handleiding te geven om MFA in te
schakelen met behulp van een beveiligingssleutel voor
gebruikersaccounts.



MFA INSTELLEN
EXTERNE GEBRUIKERS

New window

New InPrivate window

Profile 1 - Edge
Pin to taskbar

Close all windows

1. Sluit alle browservensters en open een nieuwe privé/incognito browsersessie
(klik met de rechtermuisknop op het browserpictogram van Microsoft Edge
en selecteer "Nieuw privévenster")

2. Voer in het adresveld van de browser de URL in: https://aka.ms/mysignins



https://aka.ms/mysignins

3. Voer uw Volvo gebruikers-ID in plus de extensie "@ext.volvogroup.com" en
klik op "Volgende".

& Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

4, Voer het wachtwoord in met hetzelfde wachtwoord dat u gebruikt voor het
Trucks Portal, bijvoorbeeld

b. Klik op "Aanmelden".

Als u nog geen aanmeldingsmethode hebt ingesteld (geen vermeldingen in de lijst
met aanmeldingsopties), registreer dan een andere MFA-methode
(telefoongesprek, sms of Authenticator App) voordat u verdergaat met deze
instructies. Een MFA-methode is vereist om een beveiligingssleutel te registreren.
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
6. Klik op de volgende pagina op "+ Aanmeldingsmethode toevoegen".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. Vouw in het pop-upvenster het dropdownmenu "Kies een methode" uit en
selecteer "Security Key" als je MFA-methode



8.

9.

Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

Klik in het pop-upvenster op "USB-apparaat".

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

Lees de disclaimer en klik op "Volgende".

Security key

four PC will redirect you to a new window to finish setup.

U wordt doorgestuurd naar een dialoogvenster van "Windows Security” om
uw beveiligingssleutel in te stellen

Als uw browser een venster weergeeft waarin u wordt gevraagd een
wachtwoord te registreren, klik dan op "Annuleren" om het venster te sluiten
en door te gaan met het installatieproces.



10.

11.

12.

Windows Security X

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

Klik op "OK" in het nieuwe venster

Windows Security 2

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

Klik op "OK" om door te gaan

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

Steek uw beveiligingssleutel in een USB-poort op uw apparaat




Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

13.  Voer een PIN in om uw beveiligingssleutel te personaliseren
Als u deze Yubikey moet delen, deel de PIN dan met uw collega's die dezelfde

Yubikey gaan gebruiken.
---- Niet aanbevolen door Volvo Group ----

14.  Voer uw pincode nogmaals in ter bevestiging en klik vervolgens op "OK".

Windows Security x

Continue setup

B

Touch your security key.

Cancel

15. Raak uw beveiligingssleutel opnieuw aan om verder te gaan



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  Voer in het volgende venster een naam in voor uw beveiligingssleutel en klik
op "Volgende".

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Uw beveiligingssleutel is nu ingesteld

17.  Klik op "Gereed".

Je kunt je nieuwe MFA methode "Security Key" zien in de lijst op je "Security Info"
pagina

Nu heb je MFA ingeschakeld met "Security Key" voor je gebruikersaccount

Je bent kilaar!

U kunt de Yubikey overdragen aan de volgende gebruiker, die hem moet
registreren.

De volgende gebruiker moet dezelfde PIN-code gebruiken die u
tijdens dit proces hebt ingesteld!




Als je de foutmelding " NotAl/lowedError" krijgt tijdens het
registratieproces, negeer dan stap 1 van deze instructies en gebruik
het volgende adres in plaats van het adres vermeld in stap 2.

https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

LATEN WE JE TESTEN
NIEUWE MFB-METHODE

1. Log uit bij je account.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Open idealiter een nieuwe privé/incognito browsersessie (klik met de
rechtermuisknop op het browserpictogram van Microsoft Edge en selecteer
"Nieuw privévenster")

3. Voer in het adresveld van de browser de URL in: https://aka.ms/mysignins



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com
https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Voer uw UPN in bij de aanmeldprompt en klik op "Volgende".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Voer je wachtwoord in en klik op "Aanmelden".



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Selecteer op het volgende scherm "Een beveiligingssleutel gebruiken" en
steek uw beveiligingssleutel in een USB-poort op de computer.

Windows Security X

Making sure it's you
B® Microsoft
Please sign in to login.microsoft.com.

Sign in with a security key
This request comes from Msedge, published by Microsoft

Your device will open a security window. Follow the Corporation.
instructions there to sign in.

Please enter your security key PIN.

Q |l |

Back
OK Cancel

Windows beveiliging vraagt u om de pincode van de beveiligingssleutel die u
hebt gekozen. Wanneer u de beveiligingssleutel instelt, voert u deze in het
veld in en klikt u op "OK".



Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. Raak uw beveiligingssleutel aan

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. Bevestig de volgende pop-up door op "Ja" te klikken

Je hebt je met succes aangemeld bij je account met je nieuw
geregistreerde MFA-methode.



Instructions MFA pour les
utilisateurs externes

clé de sécurité

Le projet ResumID bat son plein pour offrir une solution de gestion des
identités et des accés (IAM) plus sire, plus efficace et plus rapide. Nous
avons atteint un point ou nous avons besoin de la participation active de
nos employés et affiliés pour mettre en ceuvre une fonctionnalité de
sécurité supplémentaire - MFA.

Un grand nombre d'utilisateurs du groupe Volvo utilisent déja cette
méthode, mais afin d'accroitre la sécurité des identités de nos
utilisateurs, I'enregistrement d'une méthode MFA sera nécessaire.

L'objectif de ce document est d'aider nos utilisateurs dans cette
transition en fournissant un guide étape par étape pour activer I'AMF en
utilisant la clé de sécurité pour les comptes d'utilisateurs.



MISE EN PLACE DU MFA
UTILISATEURS EXTERNES

New window

New InPrivate window

Profile 1 - Edge
Pin to taskbar

Close all windows

1. Fermez toutes les fenétres du navigateur et ouvrez une nouvelle session de
navigation privée/incognito (cliquez avec le bouton droit de la souris sur
I'icobne du navigateur Microsoft Edge et sélectionnez "Nouvelle fenétre
privée").

2. Dans le champ d'adresse du navigateur, entrez I'URL :
https://aka.ms/mysignins



https://aka.ms/mysignins
https://aka.ms/mysignins

3. Saisissez votre identifiant Volvo ainsi que I'extension "@ext.volvogroup.com"
et cliquez sur "Suivant".

B Microsoft B® Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? """“' R

Forgot my password

4, Saisissez le mot de passe en utilisant le méme mot de passe que celui que
vous utilisez pour le portail Trucks, par exemple

b. Cliquez sur "S'identifier"

Si aucune méthode de connexion n'a été configurée (aucune entrée dans la liste des
options de connexion), veuillez enregistrer une autre méthode MFA (appel
téléphonique, SMS ou Authenticator App) avant de poursuivre ces instructions.
Une méthode MFA est nécessaire pour enregistrer une clé de sécurité.
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy

6. Sur la page suivante, cliquez sur "+ Ajouter une méthode de connexion"

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. Dans la fenétre contextuelle, développez le menu déroulant "Choisissez une
méthode" et sélectionnez "Clé de sécurité" comme méthode d'AMF.



Security key X
Choose the type of security key that you have.
‘ (] USB device
‘ R NFC device ‘
8. Dans la fenétre contextuelle, cliquez sur "Périphérique USB"
Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

9. Lisez la clause de non-responsabilité et cliquez sur "Suivant"

Security key

four PC will redirect you to a new window to finish setup.

Vous serez redirigé vers une boite de dialogue "Sécurité Windows" pour
configurer votre clé de sécurité.

Si votre navigateur affiche une fenétre vous demandant d'enregistrer un mot
de passe, veuillez cliquer sur "Annuler" pour fermer la fenétre et poursuivre le
processus d'installation.



Windows Security X

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

10. Cliquez sur "OK" dans la nouvelle fenétre

Windows Security 2

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

11. Cliquez sur "OK" pour continuer

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

12.  Insérez votre clé de sécurité dans un port USB de votre appareil.




13.

14,

15.

Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

Saisissez un code PIN pour personnaliser votre clé de sécurité
Sivous devez partager ce Yubikey, communiquez le code PIN a vos collegues

qui utiliseront le méme Yubikey.
---- Non recommandé par le Groupe Volvo ----

Saisissez a nouveau votre code PIN pour confirmer, puis cliquez sur "OK"

Windows Security x

Continue setup

B
Touch your security key.

Cancel

Touchez a nouveau votre clé de sécurité pour continuer



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  Entrez un nom pour votre clé de sécurité dans la fenétre suivante et cliquez
sur "Suivant”

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Votre clé de sécurité est maintenant configurée
17.  Cliquez sur "Terminé"

Vous pouvez voir votre nouvelle méthode d’AMF "Clé de sécurité" dans la liste de
votre page "Informations de sécurité".

Vous avez maintenant activé I'AMF par "Clé de sécurité” pour votre compte
utilisateur.

Vous avez terminé !

Vous pouvez remettre le Yubikey a l'utilisateur suivant, qui doit
I'enregistrer.

L'utilisateur suivant doit utiliser le méme code PIN que celui que vous
avez défini au cours de cette procédure !




Si vous obtenez I'erreur " NotAl/lowedError'" au cours de la procédure
d'inscription, ne tenez pas compte de I'étape 1 de ces instructions et
utilisez I'adresse suivante au lieu de celle mentionnée a I'étape 2.

https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

Testons votre
Nouvelle méthode MFA

1. Déconnectez-vous de votre compte.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Idéalement, ouvrez une nouvelle session de navigation privée/incognito
(cliquez avec le bouton droit de la souris sur l'icéne du navigateur Microsoft
Edge et sélectionnez "Nouvelle fenétre privée").

3. Dans le champ d'adresse du navigateur, entrez I'URL :
https://aka.ms/mysignins



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com
https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Saisissez votre UPN dans l'invite de connexion et cliquez sur "Suivant".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Entrez votre mot de passe et cliquez sur "Sign in"



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Sur I'écran suivant, sélectionnez "Utiliser une clé de sécurité" et insérez
votre clé de sécurité dans un port USB de I'ordinateur.

Windows Security X

Making sure it's you
B® Microsoft d d

Please sign in to login.microsoft.com.

Sign in with a security key
This request comes from Msedge, published by Microsoft

Your device will open a security window. Follow the Corporation.

instructions there to sign in.
Please enter your security key PIN.

Q |l |

Back
OK Cancel

La sécurité Windows vous demandera le code PIN de la clé de sécurité que
vous avez choisi, lorsque vous avez configuré la clé de sécurité, entrez-la dans
le champ et cliquez ensuite sur "OK"



Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

8

Touch your security key.

Cancel

8. Touchez votre clé de sécurité

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. Confirmez la fenétre pop-up suivante en cliquant sur "Oui"

Vous vous étes connecté avec succeés a votre compte en utilisant /a
méthode MFA que vous venez d'enregistrer.



MFA-Anweisungen fur
externe benutzer

sicherheitsschlussel

Das ResumlID-Projekt ist in vollem Gange, um eine sicherere,
effizientere und schnellere Lésung flr das Identitats- und
Zugangsmanagement (IAM) bereitzustellen. Wir haben einen Punkt
erreicht, an dem wir die aktive Beteiligung unserer Mitarbeiter und
Partner bendtigen, um eine zusatzliche Sicherheitsfunktion zu
implementieren - MFA.

Eine grofRe Anzahl von Nutzern der Volvo-Gruppe verwendet bereits
MFA, aber um die Sicherheit der Identitaten unserer Nutzer zu erhdhen,
wird eine Registrierung einer MFA-Methode erforderlich sein.

Dieses Dokument soll unseren Benutzern bei dieser Umstellung helfen,
indem es eine Schritt-flir-Schritt-Anleitung zur Aktivierung von MFA
unter Verwendung von Sicherheitsschlisseln fir Benutzerkonten
enthalt.



EINRICHTUNG VON MFA
EXTERNE BENUTZER

New window

New InPrivate window

Profile 1 - Edge
Pin to taskbar

Close all windows

1. SchlieRen Sie alle Browserfenster und 6ffnen Sie eine neue private/inkognito
Browsersitzung (klicken Sie mit der rechten Maustaste auf das
Browsersymbol von Microsoft Edge und wahlen Sie "Neues InPrivat-
Fenster")

2. Geben Sie in das Adressfeld des Browsers die URL ein:
https://aka.ms/mysignins



https://aka.ms/mysignins

3. Geben Sie lIhre Volvo-Benutzer-ID und die Erweiterung
"@ext.volvogroup.com" ein und klicken Sie auf "Weiter".

& Microsoft B® Microsoft

Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

Can't access your account? “"““' R

Forgot my password

4, Geben Sie das Kennwort mit demselben Kennwort ein, das Sie flr das
Trucks-Portal verwenden, z. B.

5. Klicken Sie auf "Anmelden".

Wenn Sie noch keine Anmeldemethode eingerichtet haben (keine Eintrdge in der
Liste der Anmeldeméglichkeiten), registrieren Sie bitte eine andere MFA-Methode
(Telefonanruf, SMS oder Authenticator App), bevor Sie mit diesen Anweisungen
fortfahren. Eine MFA-Methode ist erforderlich, um einen Sicherheitsschliissel zu
registrieren.



My Sign-Ins

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy

6. Auf der ndchsten Seite klicken Sie auf "+ Anmeldemethode hinzufligen".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. Erweitern Sie im Pop-up das Dropdown-Menl "Choose a method" und
wahlen Sie "Security Key" als Ihre MFA-Methode



Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

8. Klicken Sie in dem Pop-up-Fenster auf "USB-Gerat".

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

9. Lesen Sie den Haftungsausschluss und klicken Sie auf "Weiter".

Security key

four PC will redirect you to a new window to finish setup.

Sie werden zu einem Dialog von "Windows Security" weitergeleitet, um
Ihren Sicherheitsschliissel einzurichten

Wenn Ihr Browser ein Fenster anzeigt, in dem Sie aufgefordert werden, einen
Hauptschliissel zu registrieren, klicken Sie bitte auf "Abbrechen", um das
Fenster zu schlielSen und mit dem Einrichtungsvorgang fortzufahren.



10.

11.

Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

Klicken Sie in dem neuen Fenster auf "OK".

Windows Security

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

Klicken Sie auf "OK", um fortzufahren.

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel




12,

13.

14,

15.

Stecken Sie lhren Sicherheitsschlissel in einen USB-Anschluss an lhrem
Gerat

Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

Geben Sie eine PIN ein, um lhren Sicherheitsschlissel zu personalisieren.
Wenn Sie dieses Yubikey weitergeben mdchten, teilen Sie die PIN mit lhren

Kollegen, die dasselbe Yubikey verwenden werden.
---- Nicht empfohlen von der Volvo Group ----

Geben Sie Ihre PIN zur Bestatigung erneut ein und klicken Sie dann auf "OK".

Windows Security X

Continue setup

i
Touch your security key.

Cancel

Beriihren Sie Ihren Sicherheitsschlissel erneut, um fortzufahren.



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16. Geben Sie im nachsten Fenster einen Namen fir |lhren Sicherheitsschliissel
ein und klicken Sie auf "Weiter".

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Ihr Sicherheitsschliissel ist nun eingerichtet
17.  Klicken Sie auf "Erledigt".

Sie kénnen lhre neue MFA-Methode "Sicherheitsschliissel" in der Liste auf lhrer
Seite "Sicherheitsinformationen' sehen

Jetzt haben Sie MFA durch "Sicherheitsschliissel” fiir Ihr Benutzerkonto aktiviert

Sie sind fertig!

Sie kénnen das Yubikey an den nédchsten Benutzer tibergeben, der es
registrieren muss.

Der ndchste Benutzer muss die gleiche PIN verwenden, die Sie bei
diesem Vorgang festgelegt haben!

Wenn Sie bei der Registrierung die Fehlermeldung
"NotAllowedError'" erhalten, ignorieren Sie bitte Schritt 1 dieser




Anleitung und verwenden Sie die folgende Adresse anstelle der in
Schritt 2 genannten Adresse.

https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

Testen wir |lhr
Neue MFA-Methode

1. Melden Sie sich von lhrem Konto ab.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Idealerweise 6ffnen Sie eine neue private/inkognito Browsersitzung (klicken
Sie mit der rechten Maustaste auf das Microsoft Edge Browsersymbol und
wahlen Sie "Neues InPrivat-Fenster")

3. Geben Sie in das Adressfeld des Browsers die URL ein:
https://aka.ms/mysignins



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com
https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Geben Sie Ihren UPN in die Eingabeaufforderung fir die Anmeldung ein und
klicken Sie auf "Weiter".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Geben Sie Ihr Passwort ein und klicken Sie auf "Anmelden".



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\'@ Use a security key

D Text +XX XXXXXXXXX96

%‘ Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Wahlen Sie auf dem nachsten Bildschirm "Sicherheitsschllissel verwenden"
und stecken Sie Ihren Sicherheitsschlissel in einen USB-Anschluss des
Computers.

Windows Security X

Making sure it's you
B® Microsoft J Y

Please sign in to login.microsoft.com.

Sign in with a security key
This request comes from Msedge, published by Microsoft

Your device will open a security window. Follow the Corporation.
instructions there to sign in.

Please enter your security key PIN.

Q I |

Back
OK Cancel

Wenn Sie den Sicherheitsschliissel eingerichtet haben, geben Sie ihn in das
Feld ein und klicken Sie dann auf "OK".



Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

8

Touch your security key.

Cancel

8. Berihren Sie lhren Sicherheitsschllssel

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. Bestatigen Sie das nachste Pop-up mit "Ja".

Sie haben sich mit |hrer neu registrierten MFA-Methode erfolgreich bei
lhrem Konto angemeldet.



Istruzioni MFA per gli
utenti esterni

Chiave di sicurezza

Il progetto ResumlID ¢ in pieno svolgimento per offrire una soluzione di
Identity and Access Management (IAM) piu sicura, efficiente e veloce.
Siamo arrivati a un punto in cui abbiamo bisogno della partecipazione
attiva dei nostri dipendenti e affiliati per implementare un'ulteriore
funzione di sicurezza: I'MFA.

Un buon numero di utenti di Volvo Group utilizza gia I'MFA, ma per
aumentare la sicurezza delle identita dei nostri utenti sara necessario
registrare un metodo MFA.

Lo scopo di questo documento & quello di aiutare i nostri utenti in
guesta transizione, fornendo una guida passo passo per abilitare I'MFA
utilizzando la chiave di sicurezza per gli account utente.



IMPOSTAZIONE DI MFA
UTENTI ESTERNI

) New window

f_:g_-i New InPrivate window
;‘- Profile 1 - Edge
-3 Pin to taskbar

X Close all windows

-~
)

Chiudete tutte le finestre del browser e aprite una nuova sessione privata/in
incognito (fate clic con il pulsante destro del mouse sull'icona del browser
Microsoft Edge e selezionate "Nuova finestra privata").

Nel campo dell'indirizzo del browser inserire I'URL: https://aka.ms/mysignins



https://aka.ms/mysignins

3. Inserite il vostro ID utente Volvo e I'estensione "@ext.volvogroup.com" e
cliccate su "Avanti".

BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

4, Inserire la password utilizzando la stessa password utilizzata per il portale
Trucks, ad esempio

5. Fare clic su "Accedi".

Se non é gia stato impostato un metodo di accesso (nessuna voce nell'elenco delle
opzioni di accesso), registrare un altro metodo MFA (telefonata, SMS o App
Authenticator) prima di continuare con queste istruzioni. Per registrare una chiave di
Sicurezza é necessario un metodo MFA.
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
6. Nella pagina successiva, fare clic su "+ Aggiungi metodo di accesso".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. Nel pop-up, espandere il menu a tendina "Scegliere un metodo" e
selezionare "Chiave di sicurezza" come metodo MFA.



Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

8. Nel pop-up, fare clic su "Dispositivo USB".

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

9. Leggete la clausola di esclusione della responsabilita e fate clic su "Avanti".

Security key

four PC will redirect you to a new window to finish setup.

Verrete reindirizzati a una finestra di dialogo di "Sicurezza di Windows" per
impostare la vostra chiave di sicurezza.

Se il browser visualizza una finestra che chiede di registrare una chiave
d'accesso, fare clic su "Annulla" per chiudere la finestra e continuare il
processo di configurazione.



Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

10. Fare clic su "OK" nella nuova finestra

Windows Security 2

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

11. Fare clic su "OK" per continuare

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

12.  Inserire la chiave di sicurezza in una porta USB del dispositivo.



13.

14,

15.

Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

Inserire un PIN per personalizzare la chiave di sicurezza

Se dovete condividere questo Yubikey, condividete il PIN con i vostri colleghi
che useranno lo stesso Yubikey.
---- Non raccomandato da Volvo Group ----

Immettere nuovamente il PIN per confermare, quindi fare clic su "OK".

Windows Security x

Continue setup

B
Touch your security key.

Cancel

Toccare nuovamente la chiave di sicurezza per continuare



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  Inserire un nome per la chiave di sicurezza nella finestra successiva e fare clic
su "Avanti".

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

La chiave di sicurezza e ora impostata
17.  Fare clic su "Fatto".

Il nuovo metodo MFA "Chiave di sicurezza" e visibile nell'elenco della pagina
"Informazioni sulla sicurezza".

Ora é stata abilitata I'MFA tramite la "Chiave di sicurezza" per I'account utente.

Avete finito!

E possibile consegnare lo Yubikey all'utente successivo, che deve
registrarlo.

L'utente successivo deve utilizzare lo stesso PIN impostato in questa
procedural




Se durante il processo di registrazione viene visualizzato I'errore
"NotAllowedError”, ignorare il punto 1 di queste istruzioni e utilizzare
il seguente indirizzo al posto di quello indicato al punto 2.

https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

Mettiamo alla proval il
vostro
Nuovo metodo MFA

1. Uscire dal proprio account.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Idealmente, aprire una nuova sessione privata/incognito del browser (fare clic
con il pulsante destro del mouse sull'icona del browser Microsoft Edge e
selezionare "Nuova finestra privata").


https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

3. Nel campo dell'indirizzo del browser, inserire I'URL:
https://aka.ms/mysignins.

BS Microsoft
Sign in

M123456@ext.volvogroup.com

Can't access your account?

4, Inserite il vostro UPN nella richiesta di accesso e fate clic su "Avanti'".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password



https://aka.ms/mysignins

b. Inserite la vostra password e cliccate su "Accedi".

B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\'@ Use a security key

D Text +XX XXXXXXXXX96

%‘ Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. Nella schermata successiva, selezionare "Usa una chiave di sicurezza" e
inserire la chiave di sicurezza in una porta USB del computer.

Windows Security

Making sure it's you
B® Microsoft J y

Please sign in to login.microsoft.com.

Sign in with a security key

This request comes from Msedge, published by Microsoft
Your device will open a security window. Follow the Corporation.
instructions there to sign in.

Please enter your security key PIN.
Q i |

OK Cancel

Back




7.

8.

9.

La sicurezza di Windows vi chiedera il PIN della chiave di sicurezza che avete
scelto; quando avete impostato la chiave di sicurezza, inseritela nel campo e
poi fate clic su "OK".

Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

8

Touch your security key.

Cancel

Toccare la chiave di sicurezza

] .
m: Microsoft
M123456(@ext.volvoegroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Confermare il pop-up successivo facendo clic su "Si".

L'accesso al proprio account é avvenuto con successo utilizzando il
metodo MFA appena registrato.
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New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

1, TRTCOT T T4 RUZHAL, iLWTITAX—/fval=—FT
TV vy arEEET (Microsoft Edge7 7 U7 A av a7 U v
7L, HLWFIFTAR—P T4 Ry ZEIRLET)

2. TV DT KL A« 74—/ RIZURL%Z AJJ: https://aka.ms/mysignins



https://aka.ms/mysignins

3. ALK O 2—H—ID & LR 1" @ext.volvogroup.com "% A ) L, "Next "%
7V w7 LET,

& Microsoft B® Microsoft

Sign in

M123456@ext.volvogroup.com

< M123456@ext.volvogroup.com

Enter password

9

Can't access your account?

Forgot my password

4, Trucks R—Z )L TEF L CWA/RAT—RERIUHDOEMEHL T, AT —
REATTLTLZE W,

b. VA4 7 )7

Vg o P ETERE S TORNWGE (7 a7 a2 DY XN
NI BROGE), ZDFNEEFETTT SENZ, BID MFA 5% (BaF, SMS, *7&
/it Authenticator App) B L TS 230, tF=2 U7y « F—2BHT 512/,
MFA X > RSB ETT,



My Sign-Ins

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

2 Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L Devices

. Lost device? Sign out everywhere
8 Privacy

6. WDR—T, "+ A AV FEOBM" "2 27U v 745,

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. Ry TT7 v TCRay 77X X ==2— [Choose a method] % JEBH L.
MFAJ R & LT [Security Keyl Z&IR$ 3,



Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

Ry 7T 7T, "USBT AR "7 Y v 745,

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

oo | I

REFHZ G, "RN"27 ) v 7T D,

Security key

Wour PC will redirect you to a new window to finish setup.

¥z U Tr S —a@ET SO, WindowstF=z V7] D57 T 12
NV L2 NEIAET,

T TN F—DEERERD D T 1 > NUPERNIIEGEIE, [F
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b,



10.

11.

Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

LW FUT IOK] 27V v 79 %,

Windows Security

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

OK"% 7~

Uy 7 LTHET D

Windows Security X

Continue setup

B

Insert your security key into the USB
port.

Cancel




12, X2V T 4F%F—%2FT 4 ADUSBAR— MIFHEAL £1,

Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

18. PINZANLTEFXF 2T A4F—2DAF~AXT 5
Z DYubikey & T BLED D S G513, 7] CYubikey &8 75 Al &

PINZ14 1 TS 720,
e RILTR « TI—TIFHELEL TR,

14, RO O —ERGREESZ AL, "OK"227 U v 7 LET,

Windows Security X

Continue setup

W
Touch your security key.

Cancel

15, ®ATTHITIE EX 2T 4F—%b o EX v TFLET,



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16. WKOU 4 RuTEX2UT 4« F—DLHIZATIL, "Next"227 VU w7 L
Ee

Security key -4

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

SHATEF=2 YT s« F—DRIEITAZET T,
17. BT %27 Vv7
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FRINNET,
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FLE,

CHTRDYE!

KDz —W—[ZYubikey & JET = I T&, FDz—H—/FYubikey & &
T SLEEDR D 5,

KDz —HF—(d, ZDTrEXTRELEDEE CPINGEH T B45E
BBy FEFT!




k7 1t R T "NotAllowedError" &t W5 5 —NEKRINTZHREIT
. ZOFIBEDORT v A1EEHA LT, AT v 2RI NTNWBT KL
ZADRDOVICLLTOT7 RURZERH LT ZEW,

https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

FTARMLTHLED
3 LVIMARG R

1. T "hburZ 7y 15,

New window

£ New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. HLWITIAXR—hN/ArarZ=—rTT70¥%ky a2l ONEERT
3 (Microsoft Edge 7 7 w7 A a7 Vw27 L, [HLWFTFA R
—hUsrFY] BERRLET)


https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

3. TV DT KL A« 74—/ RIZURL : https://aka.ms/mysignins % A 7773
5,

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, YA AT 7 MZUPNE AL, "Next"2 27 U v 7 LET,

BY Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password



https://aka.ms/mysignins

5. NAT—R&EAJL, "Signin"z227Vv27 LET,

B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

6. WROBEE T, X2V T F—2FEHTE] ZiBRL, X2V T 45—
Za s a—H2OUSBAR— MIFFAL 1,

Windows Security X

Making sure it's you
B® Microsoft
Please sign in to login.microsoft.com.

Sign in with a security key
This request comes from Msedge, published by Microsoft

Your device will open a security window. Follow the Corporation.

instructions there to sign in.

Please enter your security key PIN.

LI . R || |

Back
OK Cancel

7. Windowst X = U7 413, IR L7-tEXx=2U T 4 F—OREERES DA &K
L7 M EERLET,




Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. X2V T 4F =X TTD

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. IV 227U w7 LTCIROR Y FT7 v FEHERLET,

FLSBRLEMFALH T D Mo 2t > TEFELE,
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MFA A

Q=AM X}

New window

New InPrivate window
Profile 1 - Edge
Pin to taskbar

Close all windows
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https://aka.ms/mysignins
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BS Microsoft
Sign in

M123456@ext.volvogroup.com

Can't access your account?

B® Microsoft
< M123456@ext.volvogroup.com

Enter password

9

Forgot my password
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331 My Sign-Ins v

K Overview

,Q/ Security info %
B3 Organizations
L Devices

|9| Privacy

Security info

These are the methods you use to sign into your account or reset your password.

+ Add sign-in method

No items to display.

Lost device? Sign out everywhere

6. CISHOIX|OM "+ 200 &Y F=71"'E S &L

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone



Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

YoM "usB FHA["S S =L

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.
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Security key

Wour PC will redirect you to a new window to finish setup.

Hor7|E HE S+ Q= "Windows = PH' L3} AAFZ 2/ L) MHELICH



BRI Y7 SF2 Y= 0| HAI5H P HL'E FE3H0 &2

=
El g8 ZEMAE A S MO L.

Windows Security X

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

M FolA "=eln g S L T

= L —

Windows Security X

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel




Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

12,  ZAX|Q USB ZEQ| EOt 7|2 AshL|Ct,

Windows Security 2

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

13. HOot 7| 712152 H PINS &St 2.

0l RH|7|E BR0F = B2, 22 RH|7|E ALY ERYPINE
SRR,
— B2 IEN AT FS

14, HIYHSS CHA Y20 SOl C1S gl S S RLICH



15.

16.

17.

Windows Security EX4

Continue setup

W
Touch your security key.

Cancel

ALote{® 22 7|5 ChAl B XL

—

Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

Ch= S0lA 22 7|12 0| §& Y=ot "Ehg"s S LICH

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.
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https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

1. AZoA 20t gLt

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows
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https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

200l ZETE0] ALRA} OF0|C|S Y2{s}n 'Chere S2ig

BY Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password
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B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\'@ Use a security key

D Text +XX XXXXXXXXX96

%‘ Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Ch= =tEHOIA ROt 7] AFE'E &5t 20 7| S BE2 usSB ZE0

a
gL Cf,
Windows Security
Making sure it's you
B® Microsoft J y

Please sign in to login.microsoft.com.

Sign in with a security key

This request comes from Msedge, published by Microsoft
Your device will open a security window. Follow the Corporation.
instructions there to sign in.

Please enter your security key PIN.
Q i |

OK Cancel

Back




Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

8

Touch your security key.

Cancel

2ot 7|1 & HA[R L

B8 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.
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Instrukcje MFA dla
uzytkownikow
zewnetrznych

klucz bezpieczenstwa

Projekt ResumID jest w petnym rozkwicie, aby zapewnic¢
bezpieczniejsze, wydajniejsze i szybsze rozwigzanie do zarzgdzania
tozsamoscia i dostepem (IAM). Doszliémy do punktu, w ktérym
potrzebujemy aktywnego udziatu naszych pracownikéw i podmiotow
stowarzyszonych w celu wdrozenia dodatkowej funkcji bezpieczenstwa
- MFA.

Duza liczba uzytkownikéw Volvo Group korzysta juz z MFA, ale w celu
zwiekszenia bezpieczenstwa tozsamosci naszych uzytkownikéw
konieczna bedzie rejestracja metody MFA.

Celem tego dokumentu jest pomoc naszym uzytkownikom w tym
przejsciu poprzez dostarczenie przewodnika krok po kroku, aby wtgczy¢
MFA przy uzyciu klucza bezpieczenstwa dla kont uzytkownikow.



KONFIGURACJA MFA

UZYTKOWNICY
ZEWNETRZNI

New window
:  New InPrivate window
a” Profile 1 - Edge
Pin to taskbar

Close all windows

1. Zamknij wszystkie okna przegladarki i otw6rz nowg prywatng sesje
przegladarki (kliknij prawym przyciskiem myszy ikone przeglagdarki Microsoft
Edge i wybierz "Nowe okno prywatne").

2. W polu adresu przeglgdarki wpisz adres URL: https://aka.ms/mysignins



https://aka.ms/mysignins

3. Wprowadz swoj identyfikator uzytkownika Volvo oraz rozszerzenie
"@ext.volvogroup.com" i kliknij "Dalej".

& Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

4, Wprowadz hasto, uzywajgc tego samego hasta, ktérego uzywasz do portalu
Trucks Portal, na przyktad

5. Kliknij "Zaloguj sie"

Jesli nie masz jeszcze skonfigurowanej metody logowania (brak wpiséw na liscie
opcji logowania), zarejestruj inng metode MFA (potgczenie telefoniczne, SMS lub
aplikacja Authenticator) przed kontynuowaniem tych instrukcji. Metoda MFA jest
wymagana do zarejestrowania klucza zabezpieczer.




331 My Sign-Ins v

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
6. Na nastepnej stronie kliknij "+ Dodaj metode logowania".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. W wyskakujgcym okienku rozwin menu rozwijane "Wybierz metodg" i
wybierz "Klucz bezpieczenistwa" jako metode MFA.



8.

9.

Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

W wyskakujgcym okienku kliknij "Urzgdzenie USB".

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

Przeczytaj wytgczenie odpowiedzialnosci i kliknij "Dalej"

Security key

four PC will redirect you to a new window to finish setup.

Nastgpi przekierowanie do okna dialogowego "Zabezpieczenia systemu
Windows" w celu skonfigurowania klucza zabezpieczen.

Jesli przeglagdarka wyswietli okno z prosbg o zarejestrowanie klucza dostepu,
kliknij "Anuluj", aby zamknac okno i kontynuowac proces konfiguracji.



10.

11.

12.

Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

Kliknij "OK" w nowym oknie

Windows Security

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

Kliknij "OK", aby kontynuowa¢

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

W16z klucz zabezpieczajgcy do portu USB w urzgdzeniu.




Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

13. Wprowadz kod PIN, aby spersonalizowa¢ klucz bezpieczenstwa

Jesli chcesz udostepnic ten Yubikey, udostepnij kod PIN swoim
wspotpracownikom, ktdrzy beda korzystac z tego samego Yubikey.
---- Niezalecane przez Volvo Group ----

14.  Wprowadz ponownie kod PIN w celu potwierdzenia, a nastepnie kliknij
przycisk "OK".

Windows Security X

Continue setup

0
Touch your security key.

Cancel

15.  Dotknij ponownie klucza bezpieczenstwa, aby kontynuowac



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  Wprowadz nazwe klucza bezpieczenstwa w nastepnym oknie i kliknij "Dalej".

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Klucz bezpieczeristwa zostat skonfigurowany
17.  Kliknij "Gotowe"

Mozesz zobaczyc swojg nowg metode MFA "Klucz bezpieczeristwa" na liscie na
stronie "Informacje o zabezpieczeniach".

Teraz wigczytes MFA przez "Klucz bezpieczeristwa" na swoim koncie
uzytkownika.

Skoriczyfes!

Yubikey mozna przekazac kolejnemu uzytkownikowi, ktdry musi go
zarejestrowac.

Nastepny uzytkownik musi uzyc¢ tego samego kodu PIN, ktory zostat
ustawiony w tym procesie!




Jesli w procesie rejestracji pojawi sie btad " NotAllowedError', nalezy
pomingé¢ krok 1 niniejszych instrukcji i uzy¢ nastepujgcego adresu
zamiast tego wymienionego w kroku 2.

https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

Przetestujmy
Nowa metoda MFA

1. Wyloguj sie z konta.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Najlepiej otworzyé nowg prywatng sesje przegladarki (kliknij prawym
przyciskiem myszy ikone przegladarki Microsoft Edge i wybierz "Nowe okno
prywatne").

3. W polu adresu przegladarki wpisz adres URL: https://aka.ms/mysignins



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com
https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Wprowadz swéj UPN w oknie logowania i kliknij "Dalej".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Wprowadz swoje hasto i kliknij "Zaloguj sie".



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Na nastepnym ekranie wybierz opcje "Uzyj klucza zabezpieczajgcego" i
wtdz klucz zabezpieczajgcy do portu USB w komputerze

Windows Security

Making sure it's you
B® Microsoft d d

Please sign in to login.microsoft.com.

Sign in with a security key
This request comes from Msedge, published by Microsoft

Your device will open a security window. Follow the Corporation.

instructions there to sign in.
Please enter your security key PIN.

Q |l |

Back
OK Cancel

Zabezpieczenia systemu Windows wyswietlg monit o podanie wybranego
kodu PIN klucza zabezpieczen. Po skonfigurowaniu klucza zabezpieczen
wprowadz go w polu, a nastepnie kliknij przycisk "OK".



Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. Dotknij klucza bezpieczenstwa

BY Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. Potwierdz nastepne wyskakujgce okienko, klikajgc "Tak".

Pomys/inie zalogowano sie na konto przy uzyciu nowo zarejestrowanej
metody MFA.



Instrucoes de MFA para
usuarios externos

chave de seguranca

O projeto ResumID esta em pleno andamento para oferecer uma
solucdo de gerenciamento de identidade e acesso (IAM) mais segura,
eficiente e rapida. Chegamos a um ponto em que precisamos da
participacao ativa de nossos funcionarios e afiliados para implementar
um recurso de seguranca adicional - MFA.

Um bom numero de usuarios do Volvo Group ja usa a MFA, mas para
aumentar a seguranca das identidades de nossos usuarios, sera
necessario o registro de um método MFA.

O objetivo deste documento é ajudar nossos usudarios com essa
transi¢cdo, fornecendo um guia passo a passo para ativar a MFA usando
a chave de seguranca para contas de usuario.



CONFIGURACAO DO MFA
USUARIOS EXTERNOS

New window

:  New InPrivate window

Profile 1 - Edge
Pin to taskbar

Close all windows

-~
)

1. Feche todas as janelas do navegador e abra uma nova sessao
privada/incognita do navegador (clique com o bot&o direito do mouse no
icone do navegador Microsoft Edge e selecione "New InPrivate Window")

2. No campo de enderego do navegador, digite o URL:
https://aka.ms/mysignins



https://aka.ms/mysignins

3. Digite sua ID de usudrio da Volvo mais a extensdo "@ext.volvogroup.com" e
clique em "Next" (Avancar)

& Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

4, Digite a senha usando a mesma senha que vocé usa para o Trucks Portal, por
exemplo

5. Clique em "Sign in" (Entrar)

Se vocé ainda néo tiver um método de login configurado (nenhuma entrada na lista
de opg¢des de login), registre outro método MFA (chamada telefénica, SMS ou
aplicativo Authenticator) antes de continuar com essas instrugées. E necessério
um método MFA para registrar uma chave de seguranga.
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
6. Na pagina seguinte, clique em "+ Add sign-in method" (+ Adicionar método
de login)

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone




7.

8.

9.

Na janela pop-up, expanda o menu suspenso "Choose a method" (Escolher
um método) e selecione "Security Key" (Chave de seguranga) como seu
método MFA

Security key X

Choose the type of security key that you have.
‘ (] USB device ‘

‘ R NFC device ‘

Cancel

Na janela pop-up, clique em "Dispositivo USB"

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

el -

Leia o aviso de isenco de responsabilidade e clique em "Next" (Avancar)

Security key

Wour PC will redirect you to a new window to finish setup.

Vocé serd redirecionado para uma caixa de didlogo do "Windows Security"
para configurar sua chave de seguranga



Se o navegador exibir uma janela solicitando o registro de uma chave de

acesso, clique em "Cancelar’ para fechar a janela e continuar com o processo
de configuragéo.

Windows Security X

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

10. Cliqgue em "OK" na nova janela

Windows Security X

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

11. Cliqgue em "OK" para continuar



Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

12.  Insira sua chave de seguranga em uma porta USB do seu dispositivo

Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

13.  Digite um PIN para personalizar sua chave de seguranga

Se precisar compartilhar esse Yubikey, compartilhe o PIN com seus colegas
que usardo o mesmo Yubikey.
---- Ndo recomendado pelo Volvo Group ----

14. Digite seu PIN novamente para confirmar e, em seguida, clique em "OK"



Windows Security EX4

Continue setup

W
Touch your security key.

Cancel

156. Toque novamente em sua chave de seguranga para continuar

Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  Digite um nome para sua chave de seguranca na préxima janela e clique em
"Next" (Avangar)

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Sua chave de seguranga estd configurada

17.  Clique em "Done" (Concluido)



Vocé pode ver o novo método MFA "Security Key'" na lista da pagina "Security
Info"

Agora vocé ativou a MFA por "Security Key" em sua conta de usudrio
Vocé estd pronto!

Vocé pode entregar o Yubikey ao proximo usuario, que precisara
registra-lo.

O préximo usudrio deve usar o mesmo PIN que vocé configurou
nesse processo!

Se vocé receber o erro " NotAllowedError'" no processo de registro,
desconsidere a etapa 1 destas instru¢des e use o seguinte enderego
em vez do mencionado na etapa 2.

https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

VAMOS TESTAR SEU
NOVO METODO MFA

1. Faca logout da sua conta.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. O ideal é abrir uma nova sess3o privada/incégnita do navegador (clique com
0 botédo direito do mouse no icone do navegador Microsoft Edge e selecione
"New InPrivate Window")

3. No campo de enderego do navegador, digite o URL:
https://aka.ms/mysignins



https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Digite seu UPN no prompt de login e clique em "Next" (Avangar)

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Digite sua senha e clique em "Sign in" (Entrar)



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Na tela seguinte, selecione "Use a security key" (Usar uma chave de
seguranca) e insira a chave de seguranca em uma porta USB do computador

B® Microsoft

Sign in with a security key

Your device will open a security window. Follow the
instructions there to sign in.

Back

Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

Please enter your security key PIN.

Q |l |

OK Cancel

A seguranga do Windows solicitara o PIN da chave de seguranca que vocé
escolheu. Quando vocé configurar a chave de seguranga, digite-a no campo e

clique em "OK"




Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. Toque em sua chave de seguranca

BY Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. Confirme a préxima janela pop-up clicando em "Yes" (Sim)

Vocé fez login com sucesso na sua conta usando o método MFA recém-
registrado.



Instrucciones MFA para
usuarios externos

clave de seguridad

El proyecto ResumID esta en pleno desarrollo para ofrecer una solucién
de Gestién de Identidad y Acceso (IAM) mas segura, eficiente y rapida.
Hemos llegado a un punto en el que necesitamos la participacion activa
de nuestros empleados vy afiliados para implantar una funcién de
seguridad adicional: MFA.

Un buen nimero de usuarios del Grupo Volvo ya utilizan MFA, pero para
aumentar la seguridad de las identidades de nuestros usuarios, sera
necesario registrar un método MFA.

El propédsito de este documento es ayudar a nuestros usuarios con esta
transicién proporcionando una guia paso a paso para habilitar MFA
utilizando la clave de seguridad para las cuentas de usuario.



CONFIGURACION DE MFA
USUARIOS EXTERNOS

) New window

f_:g_-i New InPrivate window
;‘- Profile 1 - Edge
-3 Pin to taskbar

X Close all windows

0

1. Cierre todas las ventanas del navegador y abra una nueva sesién privada/de
incognito (haga clic con el botdn derecho del ratén en el icono del navegador
Microsoft Edge y seleccione "Nueva ventana de incégnito")

2. En el campo de direccion del navegador, introduzca la URL:
https://aka.ms/mysignins



https://aka.ms/mysignins

3. Introduce tu ID de usuario de Volvo mas la extension
"@ext.volvogroup.com" y haz clic en "Siguiente".

& Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

4, Introduzca la contrasefa utilizando la misma contrasefa que utiliza para el
Portal de Trucks, por ejemplo

5. Haga clic en "Iniciar sesién".

Si adn no tiene un método de inicio de sesidn configurado (no hay entradas en la
lista de opciones de inicio de sesidn), registre otro método MFA (llamada
telefénica, SMS o aplicacién Authenticator) antes de continuar con estas
instrucciones. Se necesita un método MFA para registrar una clave de seguridad.
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L Devices
Lost device? Sign out everywhere
B Pprivacy
6. En la pagina siguiente, haga clic en "+ Afiadir método de inicio de sesién".

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. En la ventana emergente, despliegue el menu desplegable "Elegir un
método" y seleccione "Clave de seguridad” como método MFA.



Security key X
Choose the type of security key that you have.
‘ (] USB device
‘ R NFC device ‘

8. En la ventana emergente, haz clic en "Dispositivo USB".
Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

9. Lea el descargo de responsabilidad y haga clic en "Siguiente".

Security key

four PC will redirect you to a new window to finish setup.

Se le redirigira a un cuadro de didlogo de "Seguridad de Windows" para
configurar su clave de seguridad

Si su navegador muestra una ventana pidiéndole que registre una clave de
acceso, haga clic en "Cancelar" para cerrar la ventana y continuar con el
proceso de instalacion.



10.

11.

12.

Windows Security X

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

Haga clic en "OK" en la nueva ventana

Windows Security 2

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

Pulse "OK" para continuar

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

Inserte su llave de seguridad en un puerto USB de su dispositivo




13.

14,

15.

Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

Introduzca un PIN para personalizar su clave de seguridad
Si necesitas compartir este Yubikey, comparte el PIN con tus colegas que

vayan a utilizar el mismo Yubikey.
---- No recomendado por el Grupo Volvo ----

Vuelva a introducir su PIN para confirmarlo y haga clic en "Aceptar".

Windows Security x

Continue setup

B
Touch your security key.

Cancel

Vuelve a tocar tu clave de seguridad para continuar



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next
16.  Introduzca un nombre para su clave de seguridad en la siguiente ventana y
haga clic en "Siguiente".
Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Su clave de seguridad ya estd configurada
17.  Haga clic en "Hecho".

Puede ver su nuevo método MFA "Clave de seguridad’ en la lista de su pdgina
“"Informacion de seguridad”.

Ahora ha habilitado MFA por "Clave de Seguridad” a su cuenta de usuario
iYa estsg!

Puedes entregar el Yubikey al siguiente usuario, que debera registrarlo.
E/ siguiente usuario debe utilizar e/ mismo PIN que ha configurado en
este proceso.

Si obtiene el error " NotA/lowedError'" en el proceso de registro, haga
caso omiso del paso 1 de estas instrucciones y utilice la siguiente
direccion en lugar de la mencionada en el paso 2.




https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

Pongamos a prueba tu
Nuevo método MFA

1. Salga de su cuenta.

New window

New InPrivate window
Profile 1 - Edge
Pin to taskbar

X Close all windows

-~
Y

2. Lo ideal es abrir una nueva sesién de navegador privada/de incognito (haga
clic con el botén derecho en el icono del navegador Microsoft Edge y
seleccione "Nueva ventana de incégnito").

3. En el campo de direcciéon del navegador introduzca la URL :
https://aka.ms/mysignins



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com
https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Introduzca su UPN en la ventana de inicio de sesién y haga clic en
"Siguiente".

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Introduzca su contrasefia y haga clic en "Iniciar sesién".



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\'@ Use a security key

D Text +XX XXXXXXXXX96

%‘ Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

En la siguiente pantalla, seleccione "Utilizar una llave de seguridad" e inserte
su llave de seguridad en un puerto USB del ordenador.

B® Microsoft

Sign in with a security key

Your device will open a security window. Follow the
instructions there to sign in.

Back

Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

Please enter your security key PIN.

Q I |

OK Cancel

La seguridad de Windows le pedira el PIN de la clave de seguridad que eligio,
cuando configure la clave de seguridad, introduzcalo en el campo y luego

haga clic en "Aceptar".




Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. Toque su llave de seguridad

BY Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. Confirme la siguiente ventana emergente pulsando "Si".

Ha iniciado sesion correctamente en su cuenta utilizando el método MFA
que acaba de registrar.



MFA-instruktioner for
externa anvandare

Sakerhetsnyckel

ResumlID-projektet ar i full gdng med att leverera en sakrare, effektivare
och snabbare IAM-I6sning (Identity and Access Management). Vi har
natt en punkt dar vi behéver aktivt deltagande fran vara anstéllda och
dotterbolag for att implementera en ytterligare sakerhetsfunktion - MFA.

Ett stort antal av Volvokoncernens anvandare anvander redan MFA, men
for att 0ka sakerheten fér vara anvandares identiteter kommer en
registrering av en MFA-metod att vara nédvandig.

Syftet med detta dokument ar att hjdlpa vara anvandare med denna
dvergang genom att tillhandahalla en steg-fér-steg-guide for att aktivera
MFA med hjalp av sédkerhetsnyckel for anvandarkonton.



INSTALLNING AV MFA
EXTERNA ANVANDARE

New window

:  New InPrivate window

a” Profile 1 - Edge
Pin to taskbar

Close all windows

1. Stédng alla webblasarfonster och 6ppna en ny privat/incognito
webblésarsession (hégerklicka p& Microsoft Edge webblasarikon och valj
"Nytt InPrivate-fénster")

2. | webbldsarens adressfélt anger du URL: https://aka.ms/mysignins



https://aka.ms/mysignins

3. Ange ditt Volvo User ID plus tillagget "@ext.volvogroup.com" och klicka pa

"Next"
& Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

4, Ange |6senordet genom att anvanda samma |6senord som du anvander for
Lastbilsportalen, t.ex.

5. Klicka pa "Logga in"

Om du inte redan har stéllt in en inloggningsmetod (inga poster i listan 6ver
inloggningsalternativ), vénligen registrera en annan MFA-metod (telefonsamtal,
SMS eller Authenticator App) innan du fortsétter med dessa instruktioner. En MFA-
metod krdvs fér att registrera en sékerhetsnyckel.
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy

o

6. Pa nasta sida klickar du pa "+ L&gg till inloggningsmetod"

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. Expandera rullgardinsmenyn "Valj metod" i popup-fonstret och valj
"Sakerhetsnyckel" som din MFA-metod



Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

8. Klicka pa "USB-enhet" i popup-fénstret

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

o

9. Las ansvarsfriskrivningen och klicka pa "Nasta"

Security key

four PC will redirect you to a new window to finish setup.

Du kommer att omdirigeras till en dialog i "Windows Security" for att stélla in
din sékerhetsnyckel

Om din webblédsare visar ett fénster ddr du uppmanas att registrera en
passkey, klicka pa "Avbryt" for att stdnga fonstret och fortsétta med
installationsprocessen.



10.

11.

12.

Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

Klicka pa "OK" i det nya fonstret

Windows Security

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

Klicka pa "OK" for att fortsatta

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

Sétt in din sakerhetsnyckel i en USB-port pa din enhet




Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

13.  Ange en PIN-kod for att anpassa din sakerhetsnyckel
Om du behéver dela denna Yubikey, dela PIN-koden med dina kollegor som

kommer att anvanda samma Yubikey.
---- Rekommenderas inte av Volvokoncernen ----

14.  Ange din PIN-kod igen for att bekrafta och klicka sedan pa "OK"

Windows Security x

Continue setup

B

Touch your security key.

Cancel

15.  Tryck pa din sdkerhetsnyckel igen for att fortsatta



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  Ange ett namn for din sakerhetsnyckel i ndsta fonster och klicka pa "Néasta"

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Din sé&kerhetsnyckel &r nu installd
17.  Klicka pa "Klar"
Du kan se din nya MFA-metod "Sédkerhetsnyckel" i listan pa sidan "Sédkerhetsinfo"
Nu har du aktiverat MFA med "Security Key" till ditt anvdndarkonto

Du ar klar!

Du kan lamna &ver Yubikey till ndsta anvandare, som behdéver registrera
den.

Nésta anvdndare madste anvdnda samma PIN-kod som du angav i
denna process!/

Om du far felmeddelandet " NotA/lowedError' under
registreringsprocessen ska du bortse fran steg 1i dessa instruktioner
och anvdnda féljande adress i stéllet fér den som anges i steg 2.




https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

Lat oss testa din
nya MFA-metod

1. Logga ut fran ditt konto.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. Oppna helst en ny privat/incognito webblasarsession (hdgerklicka pa
Microsoft Edge webbl&sarikon och vilj "New InPrivate Window")

3. | adressfaltet i webbldsaren anger du URL: https://aka.ms/mysignins



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com
https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, Ange ditt UPN i inloggningsrutan och klicka pa "Nasta"

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Ange ditt I6senord och klicka pa "Logga in"



B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Pa nasta skarm véljer du "Anvand en sakerhetsnyckel" och satter in
sakerhetsnyckeln i en USB-port pa datorn

Windows Security

Making sure it's you
B® Microsoft
Please sign in to login.microsoft.com.

Sign in with a security key
This request comes from Msedge, published by Microsoft

Your device will open a security window. Follow the Corporation.
instructions there to sign in.

Please enter your security key PIN.

Q |l |

Back
OK Cancel

Windows Security kommer att frdga dig om den PIN-kod for
sakerhetsnyckeln som du valde, nar du staller in sakerhetsnyckeln anger du
den i faltet och klickar sedan pa "OK"



Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. Tryck pa din sakerhetsnyckel

BY Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. Bekréafta nésta popup-meddelande genom att klicka pa "Ja"

Du har framgangsrikt loggat in pa ditt konto med din nyregistrerade MFA-
metod.
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TAsans ResumID Adssnifiumsotnafindiiioasnoulogsu Identity and
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2.

SETTING UP MFA
EXTERNAL USERS

) New window

f_:g_-i New InPrivate window
;‘- Profile 1 - Edge
-3 Pin to taskbar

X Close all windows

-~
)

Uanthshawsiiwesiwmuaua: Wawasulusiiwosaud/ lussudimnuTn
(Adnwil lomauiusSiwes Microsoft Edge uddon “ New InPrivate Window ”)

Tusdosiiotivaaiusiives Titlou URL: https://aka.ms/mysignins



https://aka.ms/mysignins

3.  tou ID ¢lehealiuasnmunsonunana “ @ext.volvogroup.com ” udman “ dia U

N

BS Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter paSSWOFd

9

Can't access your account? """“'

Forgot my password

'
o ol

4, Yousvaru ey [dsanudsnsusuiiaa (g8 msu Trucks Portal i

q

5. man “ avdowiz T ”

mnaais i lasimnisnisavioi [ 13 ( ludswms luswmssudonnisavdoidh [z Tusa
o ao A~ = = P o ‘,, 1%

awnadouds O A 8u 6115 lus8UO Unsouon A Wj E6(Kalbt7

Aougniumssmuamuntiunai doe e 55 MFA iloawmsaioufsnnulaonsy
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.

L1 Devices
Lost device? Sign out everywhere
B Pprivacy
. Tunthednlu adnii “ + 1ANABAsasdod T ”

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. Tutlousy wsnumyluuidouat “ 1don3dn1s ” uanden “ samnudasasdy ” 1Tuis
MFA wainal



Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

8.  TulloUsu manii “ gunsanl USB”

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

'
a

0. SudodnamMusUinvouLaraani “ faly ”

Security key

Wour PC will redirect you to a new window to finish setup.

paiazgni [uindov liinovwas " m1uaannboas a ISEPAU"
sNOBNAITHAR I INLADAAE DAL

=11

s Tivosvovanuaniniinive aumesdyusianu lUsanéni
1o DA NuAA UAUAISINN T URDUA1TINA D (1

gaan "



10.

12.

Aan#A "

Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

anag " Tuninene T

Windows Security

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

nag ” o fiunssio

Windows Security X

Continue setup

B

Insert your security key into the USB
port.

Cancel

\douAdanndassasudhduness USB wasaunsal




Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

13.  tlou PIN weusuasuddmulasasds Tuwuuvosna
mnaaisiaun1suLu Yubikey i Dot PIN Fuidlousniuvesaasiazle Yubikey
VO8I IFTU
—— Iunzwrlay 2pddp I' thWB-—--

14,  ilou PIN wasaaudnmsauiadudu nntiuedn “ anag ”

Windows Security X

Continue setup

W]
Touch your security key.

Cancel

15. wezAgmnulasnAudnmasatiastiinn1ssia



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  toudemiamnulasasduvasnalunitdwdaly udmdn “ da'ly ”

Security key 4

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

SNAALAIINIADAAYVONANUNAD

17. Aand " 1@sqdun

o/ v

puAITAI5MT MFA Tnmasans “ swamiutaaant ” lusiwnisuumis

o/

doyaniiuaannt " voirnas
aouil aaulaitla leo1u O1 A sy Favaiuvasany 9 luvayailovosaniuds

1@FuaI "

paamsanay Yubikey augvausa [ Foguiusovasmien
o5 1000 lsioe le7 s 10 idwrnuntinesnia1 lusumau g

winan ldsuddafiawann “ NotAllowedError” Tunsrununisaawizdou
Tusadudunouni 1 asFuusinmanil

uas Tdviotisio luilunuiiogiisyy 13 Tuaunouv 2



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

HINadAdUVDIAUA
ULOD
35 Tvasisog MFA

1. 2annnTuudyduasnns

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. \Dawaduiunfiwesaus/ liszushauTni (ednwnit lomaulusiiwes Microsoft
Edge uddon “ New InPrivate Window ")


https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

3. Tudosiotivaaiusiives Titlou URL : https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4, tlou UPN wasanTunsondasdoith [dudnan “ da 'l ”

BE Microsoft
< M123456@ext.volvogroup.com
Enter password

Forgot my password

5.  Vousvanuvosnnuuazaani " asdowdnTal "


https://aka.ms/mysignins

B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\'@ Use a security key

D Text +XX XXXXXXXXX96

%‘ Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Tuntihreda U Tiden " Tdswamnulasasis "
wazduusiamnUaonduvosnantiAunosen USB vumauiimos

B® Microsoft

Sign in with a security key

Your device will open a security window. Follow the
instructions there to sign in.

Back

Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

Please enter your security key PIN.
Q i |

OK Cancel

anutasnsuwas Windows azudiIwaautlouswa PIN vossaanulasnsduiinaiden
\omaussrnswamulasnsds Titlouswatiuasluilad antiunani “ anas ”




8.

Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

uerAgANNUADRAUYDIAL

a5 Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

fudutloUsuda luleomanit “ Tat ”

Amuavdaidh loiay o ovamanusalay [55n715 O A Tasnadyu lnuvosna



Harici Kullanicilar i¢in
MFA Talimatlari

Guvenlik Anahtari

ResumlD projesi, daha guvenli, verimli ve hizli bir Kimlik ve Erisim
Yonetimi (IAM) ¢dziimi sunmak icin tiim hiziyla devam ediyor. Ek bir
glUvenlik 6zelligi olan MFA'y1 uygulamak icin calisanlarimizin ve
istiraklerimizin aktif katilimina ihtiya¢c duydugumuz bir noktaya ulastik.

Volvo Group kullanicilarinin biyUk bir kismi zaten MFA kullanmaktadir,
ancak kullanicilarimizin kimliklerinin glivenligini artirmak icin bir MFA
yonteminin kaydedilmesi gerekecektir.

Bu belgenin amaci, kullanici hesaplari icin glivenlik anahtari kullanarak
MFA'yi etkinlestirmek icin adim adim bir kilavuz saglayarak
kullanicilarimiza bu gegiste yardimci olmaktir.



MFA KURULUMU
HARICI KULLANICILAR

New window

New InPrivate window

Profile 1 - Edge
Pin to taskbar

Close all windows

1. Tam tarayici pencerelerini kapatin ve yeni bir 6zel/ gizli tarayici oturumu agin
(Microsoft Edge tarayici simgesine sag tiklayin ve "Yeni InPrivate Penceresi
"ni secin)

2. Tarayicinin adres alanina su URL'yi girin: https://aka.ms/mysignins



https://aka.ms/mysignins

3. Volvo Kullanici Kimliginizi ve "@ext.volvogroup.com" uzantisini girin ve "ileri

"ve tiklayin
& Microsoft B® Microsoft
Sign in < M123456@ext.volvogroup.com
M123456@ext.volvogroup.com Enter password
Can't access your account? "“"“| o

Forgot my password

4, Parolayi, Trucks Portal i¢in kullandiginiz parolanin aynisini kullanarak girin,
ornegin
5. "Oturum Ag¢ "a tiklayin

Onceden ayarlanmis bir oturum agma yénteminiz yoksa (oturum acma secenekleri
listesinde giris yok), litfen bu talimatlara devam etmeden énce baska bir MFA
yéntemi (telefon gériismesi, SMS veya Authenticator Uygulamasi) kaydedin. Bir
Glvenlik Anahtari kaydetmek igin bir MFA yéntemi gereklidir.
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8 Overview Security info

These are the methods you use to sign into your account or reset your password.

,Q/ Security info %

+ Add sign-in method
B3 Organizations

No items to display.
L1 Devices

. Lost device? Sign out everywhere
8 Privacy

6. Sonraki sayfada "+ Oturum agma yéntemi ekle" segenegine tiklayin

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone

Alternate phone
Security key

Office phone

7. Acilir pencerede, "Bir ydntem sec¢in" acilir mentsini genisletin ve MFA
yonteminiz olarak "Glivenlik Anahtari "ni segin



Security key X

Choose the type of security key that you have.
‘ () USB device

‘ Rl NFC device ‘

Cancel

8. Acilan pencerede "USB aygiti" lzerine tiklayin

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

ul

9. Feragatnameyi okuyun ve "ileri "ye tiklayin

Security key

four PC will redirect you to a new window to finish setup.

o 1]

Glvenlik anahtarinizi ayarlamak igcin "Windows Glivenligi" diyaloguna
yoénlendirileceksiniz

Tarayiciniz bir gegis anahtari kaydetmek isteyen bir pencere gériintiilerse,
pencereyi kapatmak ve kurulum islemine devam etmek icin liitfen "[ptal”
digmesine tiklayin.



Windows Security X

Security key setup

Set up your security key to sign in to login.microsoft.com

This request comes from Msedge, published by Microsoft
Corporation.

OK Cancel

10.  Yeni pencerede "Tamam" Uzerine tiklayin

Windows Security 2

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

11. Devam etmek icin "Tamam "a tiklayin

Windows Security X

Continue setup

8

Insert your security key into the USB
port.

Cancel

12.  Guvenlik anahtarinizi cihazinizdaki bir USB baglanti noktasina takin



13.

14,

15.

Windows Security X

Continue setup

You'll need to create a PIN for this
security key.

L

OK Cancel

Guvenlik anahtarinizi kisisellestirmek icin bir PIN girin
Bu Yubikey'i paylasmaniz gerekiyorsa, PIN kodunu ayni Yubikey'i kullanacak

olan is arkadaslarinizla paylasin.
---- Volvo Group tarafindan énerilmemektedir ----

Onaylamak i¢in PIN kodunuzu tekrar girin, ardindan "Tamam "a tiklayin

Windows Security x

Continue setup

B
Touch your security key.

Cancel

Devam etmek icin glvenlik anahtariniza tekrar dokunun



Security key

Name your security key. This will help distinguish it from other keys.

Cancel Next

16.  Bir sonraki pencerede giivenlik anahtariniz icin bir ad girin ve "ileri "ye tiklayin

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

fingerprint.

Glivenlik anahtariniz simdi ayarlandi
17.  "Bitti" Uzerine tiklayin

Yeni MFA yonteminiz olan "Glvenlik Anahtari "ni "Giivenlik Bilgileri"” sayfanizdaki
listede gdrebilirsiniz

Artik kullanici hesabiniza "Givenlik Anahtar” ile MFA'y: etkinlestirdiniz
[sin bitti!

Yubikey'i kaydetmesi gereken bir sonraki kullaniciya teslim edebilirsiniz.
Bir sonraki kullanici, bu islemde ayarladiginiz PIN kodunun aynisini
kullanmalidir!

Kayit slirecinde " NotAllowedError' hatasi alirsaniz, litfen bu
talimatlarin 1. adimini dikkate almayin ve 2. adimda belirtilen adres
yerine asagidaki adresi kullanin.




https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com

Hadi Test Edelim
Yeni MFA Yontemi

1. Hesabinizdan ¢ikis yapin.

New window

New InPrivate window

Profile 1 - Edge

Pin to taskbar

Close all windows

2. ideal olarak yeni bir 6zel/gizli tarayici oturumu acin (Microsoft Edge tarayici
simgesine sag tiklayin ve "Yeni InPrivate Penceresi "ni secin)

3. Tarayicinin adres alanina su URL'yi girin: https://aka.ms/mysignins



https://mysignins.microsoft.com/security-info/?tenant=volvogroupext.onmicrosoft.com
https://aka.ms/mysignins

BS Microsoft
Sign in

M123456(@ext.volvogroup.com

Can't access your account?

4,  Oturum acma istemine UPN'nizi girin ve "ileri "ye tiklayin

B® Microsoft
& M123456@ext.volvogroup.com
Enter password

Forgot my password

5. Sifrenizi girin ve "Oturum ag¢ "a tiklayin



6.

7.

B® Microsoft

M123456@ext.volvogroup.com

Verify your identity

\@ Use a security key

D Text +XX XXXXXXXXX96

% Call +XX XXXXXXXXX96

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

Bir sonraki ekranda "Bir glivenlik anahtari kullan" segcenedini segin ve
glUvenlik anahtarinizi bilgisayardaki bir USB baglanti noktasina takin

B® Microsoft

Sign in with a security key

Your device will open a security window. Follow the
instructions there to sign in.

Back

Windows Security
Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

Please enter your security key PIN.

Q |l |

OK Cancel

Windows glvenligi sizden sectiginiz givenlik anahtari PIN kodunu
isteyecektir, glivenlik anahtarini ayarladiginizda alana girin ve ardindan

"Tamam "a tiklayin




Windows Security X

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Msedge, published by Microsoft
Corporation.

B
Touch your security key.

Cancel

8. Guvenlik anahtariniza dokunun

BY Microsoft

M123456@ext.volvogroup.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No Yes

Welcome to Volvo Group Cloud services. If you
encounter a problem to login, please contact the
Global Service Desk. If you are an external user (XDS
only), please sign in using
userid@ext.volvogroup.com.

9. "Evet" Gzerine tiklayarak bir sonraki acilir pencereyi onaylayin

Yeni kaydettiginiz MFA yéntemini kullanarak hesabiniza bagariyla giris
yaptiniz.
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